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Abstract—Mobile Crowdsensing (MC), an excellent solution to large-scale spatio-temporal data sensing problems, has recently
received lots of attention from both industry and academia. In the MC system, any requester can acquire the sensing data for his points
of interest (PoIs) by offering some payments to attract a group of mobile users capable of completing these PoI-related sensing tasks.
However, the current MC work neglected three vital factors, more or less. First, they assume that these distributed users are mutually
independent in MC, ignoring the social effects. Actually, the sensing data collected by one user may be corroborated by others’ sensing
data, so-called “information corroboration”. Second, all rational and selfish users are inclined to gather to perform these tasks due to
information corroboration. Meanwhile, they may be strategic about their participation levels to maximize profits. However, more similar
sensing data will undoubtedly lower the information value, so any user has a tradeoff between gather and scatter. Third, although
mobile users can obtain some payments, privacy issues may still prevent them from participating in MC. In this paper, we propose a
secure blockchain-assisted socially-aware MC framework by adopting the smart contract technique of Ethereum. For this framework,
we further devise a two-stage Stackelberg game model to assist the requester (i.e., the leader in the game) in properly pricing each
PoI-related sensing task, so that mobile users (i.e., the followers in the game) can exactly select their tasks and determine their
participation levels. To analyze the game equilibrium, we extend the traditional Hessian matrix method to a multi-dimension case
involving the multi-user multi-task hyperspace setting. We conduct extensive experiments to prove the equilibrium and effectiveness of
the proposed solution. We also implement a prototype and deploy the smart contract to an official Ethereum test network to
demonstrate the practicability of the proposed framework.

Index Terms—Blockchain-based crowdsensing, social effects, game theory, information corroboration, privacy preservation.
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1 INTRODUCTION

Over the past few years, the proliferation of mobile smart
devices has prompted Mobile Crowdsensing (MC) to be-
come one of the most promising solutions to large-scale
data sensing and collection problems, e.g., intelligent trans-
portation and environmental monitoring [1–4]. A typical
MC system consists of three parties: task requester, many
mobile users, and a platform such as CitizenMe, DataEx-
change, Datacoup, etc. The requester can recruit mobile
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users through the MC platform by posting the PoI-related
[5, 6] tasks and offering payment to get their interested
data. Mobile users then leverage their carry-on smartphones
or tablets to provide location-based services (e.g., collect
sensing data). During this process, users may face potential
privacy threats and inevitably consume some resources such
as CPU computing power, storage memory, battery energy,
etc., so it is necessary to design an effective pricing mecha-
nism to motivate users to well participate in MC.

Although lots of existing research on MC focuses on
designing the incentive mechanism to maximize the social
welfare [7, 8], or stress on resource allocation to ensure
data service quality [9, 10], they more or less ignore three
significant factors. First, most of the existing work assumes
that mobile users are mutually independent in the MC
system [5]. However, we argue that the social effects among
mobile users cannot be simply ignored. As a member of a
social group, mobile users will produce a mutual influence
on each other through social communication. When several
users are assigned to perform the same PoI-related sensing
task simultaneously, one user may improve another one’s
information credibility through the social effects. We call this
“information corroboration”. For example, in the crowd-
sensing application for collecting road traffic information,
mobile users can contact their friends who also join in this
sensing scenario to share the collected data, so that they
can obtain more comprehensive traffic information with less
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Fig. 1. Secure blockchain-based socially-aware crowdsensing system.

effort. In addition, the participation of one’s friends will
further promote her motivation for contributing and sharing
more information in such crowdsensing services. Therefore,
social influence among socially-connected users plays a
significant role in socially-aware crowdsensing services.

Second, considering the effect of information corrobora-
tion, these mobile users, as rational and selfish individuals,
tend to gather at the same point to perform the same
sensing task. This is because other social network users
can enhance their sensing contribution. However, with the
increase in the similarity and substitutability of the sensing
data, too many users congregating on the same PoI-related
task will inevitably bring redundant data and reduce the
information value. Here, the term “information value” refers
to the rarity and unsubstitutability of sensing data. The
common economic phenomenon indicates that the price of a
commodity will decrease if there are too many suppliers of
it. Specifically, for one sensing task with many participants,
the data provided by one user is usually replaceable and
cheaper, which means the information value is lower. In
contrast, for the sensing task with fewer participants, each
user needs to consume more resources to compensate for the
lack of social effect benefits, and thus the obtained data is
more precious. For mobile users, task decision is a tradeoff
problem, because there is a contradiction between the infor-
mation value of sensing data and positive effects from the
crowd in the social network. In particular, mobile users are
not only collaborators but also competitors to each other.
The challenge lies in how the requester determines a task
pricing strategy to attract an appropriate number of users
for each PoI-related task to avoid unbalanced participation.

Third, privacy protection is also a pivotal issue in the MC
system [11–13]. Since the requester’s PoIs are highly related
to the location information, mobile users will undoubtedly
be concerned about their location privacy. On the other
hand, the MC platform might be untrusted, which will
result in the leak of users’ sensitive information, including
date of birth, home address, disease, etc. Therefore, how
efficiently protecting users’ location and data privacy in the
MC system is quite important.

Inspired by the above considerations, we propose a
Secure Blockchain-assisted Socially-aware Mobile Crowd-
sensing (SBS-MC) framework in this paper, as shown in
Fig.1. For SBS-MC, we take the social effects and information
value into consideration. Based on this, we model the task
decision problem as a special Stackelberg game, in which
the requester and mobile users are seen as the leader and
followers, respectively. Also, we bring in the blockchain
technique to protect mobile users’ location and data privacy.
Here, some special complex programs are deployed on

the blockchain, called smart contracts, which can automat-
ically perform operations according to the conditions of
the transaction treaty, forcing participants to perform their
obligations [14]. More specifically, the requester launches
some PoI-related sensing tasks and submits her deposit to
the smart contract. Then users are recruited by the smart
contract to perform these tasks. Here, the users will encrypt
the collected data and store it on the blockchain, and finally
send the address to the smart contract to get the payoff.

Our contribution in this paper is three-fold:

1) We introduce the concepts of information corrobo-
ration and information value in the MC system, and
further study their impact on mobile users’ task de-
cision strategy and sensing data quality. Meanwhile,
we are also concerned about mobile users’ location
and data privacy. To the best of our knowledge, we
are the first to consider these three factors together
in the MC system. To this end, we propose the SBS-
MC framework, in which the smart contract tech-
nique of blockchain is used to protect users’ privacy.
For SBS-MC, we model the interaction between the
requester and users as a hierarchical Stackelberg
game, where the requester and users are seen as the
leader and followers in the game, respectively.

2) We extend the Hessian matrix to a multi-dimension
case to handle the optimization problem in SBS-MC,
which actually involves the multi-user multi-task
hyperspace setting. We further prove the problem is
concave and has the optimal solution. We derive the
explicit-form expressions of the most beneficial task
pricing strategy for the requester and the optimal
decision strategy for mobile users. In addition, we
analyze the existence and uniqueness of the Stackel-
berg Equilibrium (SE), based on which we propose
an algorithm to obtain the SE.

3) We conduct extensive experiments to verify the
significant performance of the proposed solution for
the SBS-MC framework. The experimental results
show that the social effects will promote higher
participation levels and bring higher revenues to the
requester. Moreover, we implement a prototype and
deploy the smart contract to an official Ethereum
test network to demonstrate the practicability of our
SBS-MC framework.

This paper is organized as follows. Section II describes
the system model and game formulation. Section III gives
the analysis of the equilibrium and optimal solution. Section
IV introduces the blockchain and devises the protocol based
on the smart contract. In Section V, numerical experiments
are conducted to evaluate SBS-MC. We discuss the related
work in Section VI and give a conclusion in Section VII.

2 FRAMEWORK AND PROBLEM FORMULATION
2.1 Socially-Aware Crowdsensing Framework
We first introduce the SBS-MC framework, which consists
of a requester, some mobile users, and a smart contract de-
ployed on the blockchain, as shown in Fig. 1. The requester
leverages the blockchain to publish their PoI-related sensing
tasks and then recruits some mobile users to complete these
tasks, based on which the location and data privacy for
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users can be protected. Influenced by the social network
effect, mobile users would prefer gathering to obtain more
support from others under the same participation level,
which is called information corroboration. However, the
aggregation phenomenon for users will undoubtedly lower
the information value of the collected data. Hence, any
mobile user has to face a tradeoff between gather and scatter.
We model the interaction between the requester and mobile
users as a hierarchical Stackelberg game.

Let T = {1, 2 · · · , l} denote the requester’s l sensing
tasks. In order to ensure the completion quality of each
task, the requester has a minimum participation threshold
for each task, denoted as Q = {q1, q2, · · · , ql}. For the
convenience of description, we use k to represent the index
for one sensing task. Meanwhile, we use N = {1, 2, · · · , n}
to denote n mobile users in the framework. Since each task
is location-sensitive and incompatible with each other, each
user can only complete one task at a time. Each user i∈N
will choose a task to execute and determine her participation
level, denoted as user i’s strategy profile βi ,

(
k, xki

)
where

k ∈ T . Here, k denotes the sensing task index that user
i selects, and the participation level xki depends on user
i’s sensing time, data transmission frequency, etc., which is
highly related to the completion quality and the consumed
cost. Since each sensing task k has a minimum participation
threshold qk, we have the constraint

∑
i∈Φk

xki ≥ qk for
∀k ∈ T , in which Φk means the set of mobile users that
will select the task k. Note that, under the influence of
potential social networks, one user’s completion quality on
a task (also called “contribution”) depends not only on her
individual participation level but also on the other users’
participation levels in the social networks. We introduce the
concept of the users’ contribution as follows.

2.2 Mobile User’s Contribution
Based on the user i’s strategy βi =

(
k, xki

)
, we use X ki to

denote user i’s contribution to task k, that is,

X ki = fi
(
xki

)
+ Γ

(
xki ,x−i

)
, (1)

where x−i denotes the participation level vector of all
users excluding user i. In Eq. (1), fi

(
xki
)

represents the
contribution made by user i’s own participation irrespec-
tive of other users. It can for simplicity be formulated as
fi
(
xki
)

= aix
k
i −bixki

2
, where ai> 0 and bi> 0 are the coef-

ficients that capture the intrinsic value of the participation
to heterogeneous mobile users [15]. When the value of xki
satisfies xki ∈ (0, ai2bi

], we have that fi : (0, ai2bi
] → R is a

submodular function. More specifically, fi
(
xki
)

grows up
with the increment of xki , while the growth rate of fi

(
xki
)

decreases accordingly. This is in line with the impact of the
people’s effort on result quality in reality. Γ

(
xki ,x−i

)
de-

notes the external influence gained from other mobile users
through social effects. Motivated by the idea of social effects
in [16], we represent the relationship between two entities
in a social network by the adjacency matrix G= [gij ]i,j∈N .
The ij-th entry of G, denoted as gij ∈ [0, 1], indicates
the influence strength of the user j on user i. Therefore,
we adopt Γ

(
xki ,x−i

)
=
∑
j∈N gijx

k
i x

k
j to represent the

additional benefits obtained from the social network effects.

TABLE 1
Description of commonly-used notations.

Variable Description
N The set of mobile users.
T The set of PoI-related sensing tasks.
i, k The indexes for user and task, respectively.
xki The participation level of user i for task k.
X k

i The user i’s contribution to the task k.
x The participation levels of all mobile users.
x−i The participation levels of all users excepting i.
βi, ~β−i The strategy profile of user i and others except-

ing i.
Ψ The budget of the requester.
Bk, B The pricing for task k and the pricing vector.
qk / Q Participation threshold for task k / all tasks.
gij The influence of user j on user i.
τki The probability of user i selecting the task k.
c The unit cost of executing sensing task.
Φk/|Φk| The set / number of users who choose task k.
Ui / Ω The utility of user i / the requester.

Like the previous research [15, 16], we consider that bilateral
interactions are symmetric, that is, gij = gji and gii = 0.
Note that the proposed model can be easily extended to the
setting of asymmetric social influences. Now, the sensing
contribution of user i to task tk is formulated as follows:

X ki =aix
k
i −bixki

2
+
∑
j∈N

gijx
k
i x

k
j , where xki ∈(0,

ai
2bi

]. (2)

Here, the characteristic attributes of each user, i.e., ai and
bi, are known as public information in the crowdsensing
framework, which is prior knowledge derived from the
user’s accumulation participation in the previous mobile
crowdsensing process.

2.3 Information Value of Sensing Data

Due to the influence of social communication, users may
strategically adjust their participation level and tend to
gather at the same point to maximize their profits. Similar to
the value law of commodities, users’ gathering action will
reduce the value of information. Therefore, the requester
needs to adjust her pricing strategy dynamically to attract
more mobile users to participate in PoI-related sensing tasks
and guide mobile users to gather reasonably. In the SBS-MC
framework, the requester first claims the sensing tasks with
different PoIs and meanwhile gives the pricing vector for
each sensing task, denoted as B = (B1, B2, · · · , Bl). The
value of unit sensing data for task k can be denoted as:

Vk = Bk/ |Φk| . (3)

Note that the pricing strategy Bk is the investment ratio
adjustment made by the requester to compensate mobile
users for performing the task k. The value of Bk is not re-
lated to the importance of one task. Vk changes dynamically
with the number of people participating in task k.

2.4 Mobile User’s Utility
In the SBS-MC framework, mobile users’ payments are
affected by the information value of sensing data and their
contribution to the sensing tasks. We formulate the user’s



IEEE INTERNET OF THINGS JOURNAL, VOL. , NO. , 2023 4

payment (denoted asRi) as the information value of sensing
data multiplied by his contribution:

Ri = Vk · X ki . (4)

Now, we introduce mobile users’ utility which is deter-
mined by the payment received from the requester and the
consumed cost. Let c denote the unit cost associated with
the user’s participation level, so the user i’s cost is cxi. By
replacing the values of Vk and X ki , we have user i’s utility
as follows:

Ui =
Bk
|Φk|

·
(
aix

k
i − bixki

2
+
∑

j∈N
gijx

k
i x

k
j

)
− cxki . (5)

Eq. (5) represents that, on the one hand, the user who
devotes more participation level leads to a higher total
contribution to the sensing results but also brings more cost
consumption. On the other hand, the user gathering in the
crowd may complete the sensing task more efficiently, but it
reduces the information value of sensing data.

2.5 Requester’s Utility
After receiving the data from mobile users, the requester
can obtain these related points’ desired sensing informa-
tion. The requester benefits from the sensing data, which
monotonically increases with the user’s participation level.
Due to the heterogeneous characteristics of mobile devices,
they may contribute differently to the sensing quality for a
given amount of sensing time. To capture this setting, we
use hi > 0 to indicate the contribution of unit sensing time
to the data quality that user i makes. The utility for the
requester is given by the rewards of total aggregated PoI-
related sensing data from all users minus the total payment,
i.e.,

Ω =
∑

k∈T

∑
i∈Φk

(
hix

k
i − Vk · X ki

)
. (6)

The first part of Eq. (6) is the reward function associated
with user i. We here use the linear function to profile the
relationship between the users’ participation level and the
monetary benefit of the requester. The requester will obtain
higher rewards when facing the users with a higher quality
of sensing data.

2.6 Two-Stage Stackelberg Game
We model the interaction between the requester and users
as a hierarchical two-stage Stackelberg game, where the
requester acts as the leader in the first stage who publishes
PoI-related sensing tasks. The requester will also give the
pricing vector for each task to attract enough users accord-
ing to some requirements. In the second stage, mobile users
determine which task to complete and their participation
levels according to potential social effects and the pricing
vector of the requester.

Definition 1 Let x∗ and B∗ denote the optimal participation
level vector of all users and the optimal pricing vector of the
requester. The point (x∗,B∗) is the Stackelberg equilibrium if the
following two conditions are satisfied:

Ω (B∗,x∗) ≥ Ω
(
B
′
,x∗

)
, (7)

Ui
(
x∗i ,x

∗
−i,B∗

)
≥ Ui

(
x
′

i,x
∗
−i,B∗

)
. (8)

Here, x∗−i is the best response participation level vector
for all users excluding i. In the next section, we will analyze
the game equilibrium in the above model, based on which
we design the asynchronous response algorithm.

3 STACKELBERG GAME EQUILIBRIUM ANALYSIS

We analyze the optimal participation level strategy of all
users and the utility maximization of the requester un-
der the Stackelberg game with a complete information
model. Note that since the above model involves the multi-
dimension vector space problem, we extend the Hessian
matrix method to the multi-dimension case in this paper. We
first analyze the users’ participation equilibrium problem in
Stage II and then study the pricing strategy of the requester
in Stage I, according to the general game work [5, 16].

3.1 Stage II: Users’ Participation Equilibrium
Each user’s response includes two parts: choosing which
task to perform and the specific participation level, i.e.,
βi =

(
k, xki

)
. Since each user is selfish and aims at maxi-

mizing their own payoff, the competition among users can
be formulated as a non-cooperative game, called users’ sub-
game, whose solution is the well-known Nash equilibrium.
Based on the definition of Stackelberg game equilibrium,
as the pricing strategy of the requester is given, each user
determines his participation level for one sensing task as
the best response. We first introduce the definition of the
best response.

Definition 2 β∗i ,
(
k∗, xk

∗

i

)
is user i’s optimal response in the

users’ sub-game if Ui
(
β∗i ,

~β∗−i,B∗
)
≥ Ui

(
β
′

i ,
~β∗−i,B∗

)
, where

~β∗−i is the best response vector of all users except i.

Since k is a discrete variable, in order to facilitate analysis
and calculation, we let τki ≥ 0 denote the probability of
user i choosing task k. Based on this, we transform the
discrete optimization problem into a continuous problem.
Then, the strategy space of each user is extended to a strictly
non-empty compact subset of the Euclidean space, and the
utility function is a continuous and quasi-concave function
as follows:
Ui =

∑
k∈T

τki

(
Vk · X ki − cxki

)
=
∑
k∈T

τki

[ Bk
|Φk|

(
aix

k
i −bixki

2
+
∑
j∈N

gijx
k
i x

k
j

)
−cxki

]
.

(9)

Here, we use |Φk|=
∑
i∈N τ

k
i to denote the probability

of selecting task k for all users, and
∣∣Φk−i∣∣ means the sum

of all users’ probability (except user i) for task k. The user’s
competition with each other to maximize their own utility
in stage II can be modeled as the non-cooperative sub-game
problem.

Problem 1.
maximize Ui

(
βi, ~β

∗
−i,B∗

)
subject to xki > 0,

∑
k∈T

τki = 1
(10)

Next, we prove that there exists a game equilibrium in
our model, as described in Theorem 1.

Theorem 1 The existence and uniqueness of users’ participa-
tion equilibrium, i.e., the Nash equilibrium of Stage II, can be
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det(Hk,k) = ∂2Ui

∂(τk
i )

2 · ∂2Ui

∂(xk
i )

2 −
(

∂2Ui

∂τk
i ∂x

l
i

)2
(15)

= 4bi (Bk)
2 · τ

k
i |Φk

−i|
|Φk|4

· X ki −
(Bk)2·|Φk

−i|2
(|Φk|)4

(
Ai − 2bix

k
i

)2
+ 2c · Bk·|Φk

−i|
(|Φk|)2

(
Ai − 2bix

k
i

)
− c2 (16)

=
(Bk)2|Φk

−i|
|Φk|4

[
4biτ

k
i X ki −

∣∣Φk−i∣∣ (Ai − 2bix
k
i

)2
+ 2c · |Φk|2

Bk

(
Ai − 2bix

k
i

)
− c2·|Φk|4

(Bk)2|Φk
−i|

]
(17)

=
(Bk)2|Φk

−i|
|Φk|4

[
4biτ

k
i

(
Aix

k
i − bixk

2

i

)
−
∣∣Φk−i∣∣ (A2

i − 4Aibix
k
i + 4bi

2xk
2

i

)
+ 2c · |Φk|2

Bk

(
Ai − 2bix

k
i

)
− c2·|Φk|4

(Bk)2|Φk
−i|

]
(18)

=
(Bk)2|Φk

−i|
|Φk|4

4bix
k
i (τki −

∣∣∣Φk−i∣∣∣︸ ︷︷ ︸
<0

)(Ai − bixki︸ ︷︷ ︸
>0

)−
∣∣Φk−i∣∣ ·A2

i + 2c · |Φk|2
Bk

(Ai − 2bix
k
i︸ ︷︷ ︸

<0

)− c2·|Φk|4

(Bk)2|Φk
−i|

 ≤ 0. (19)

guaranteed, if there exists bixki < Ai < 2bix
k
i for ∀i ∈

N , where Ai = ai +
∑
j∈N gijx

k
j .

Proof: The domain of the user’s utility function is a
multidimensional vector space, i.e., R2×l → R. We use the
Hessian matrix to verify the concave characteristic of Eq. (9).
The Hessian matrix Hs,t : 2× 2 is defined as:

Hs,t =

 ∂2Ui

∂τs
i ∂τ

t
i

∂2Ui

∂τs
i ∂x

t
i

∂2Ui

∂τt
i ∂x

s
i

∂2Ui

∂xs
i∂x

t
i

 (11)

Then, the Hessian matrix of user’s utility function Eq. (9)
is formulated as H = [Hs,t] ∈ Rl×l, i.e.,

H =

 H1,1 H1,2 · · · H1,l

...
...

. . .
...

Hl,1 Hl,2 · · · Hl,l

 (12)

We only need to prove det(H)< 0 to draw a conclusion
that the function Eq. (9) is a concave optimization problem
and it has an optimal response in the user’s subgame. It’s
obvious that Hs,t = O for s 6= t. Thus, Eq. (12) equals to
H = diag[H1,1,H2,2, . . . ,Hl,l]. We take the second order
derivatives of Eq. (9) with respect to τki and xki as follows:

∂2Ui

∂
(
τki
)2 =−2Bk

∣∣Φk−i∣∣
(|Φk|)3 · X

k
i ,

∂2Ui

∂
(
xki
)2 =−2biτ

k
i

Bk
|Φk|

. (13)

∂2Ui
∂τki ∂x

k
i

=
∂2Ui
∂xki ∂τ

k
i

=
Bk ·

∣∣Φk−i∣∣
(|Φk|)2

(
ai − 2bix

k
i +

∑
j∈N

gijx
k
j

)
− c.

(14)

To simplify the notation, we denote Ai = ai +∑
j∈N gijx

k
j in the following equation. Thus, det(Hk,k) can

be formulated as Eq. (15) to Eq. (19). We can conclude
that Eq. (19)< 0 with the constraint in Theorem 1, which
indicates that Eq. (9) is a concave function and Theorem 1
holds. �

Theorem 2 Given any feasible pricing strategy B announced by
the requester, the optimal participation level vector x∗ for all users
in the Nash equilibrium satisfies:

xk
∗

i =
1

2bi
(Ai −

c

Vk
), (20)

k∗ = argmaxk∈T (Vk · X ki − cxk
∗

i ). (21)

Proof: Using Lagrange’s multipliers λ1, λ2 for the con-
straints in Eq. (10), the problem is converted to the form:

Li =
∑

k∈T
τki

[
Vk
(
Aix

k
i − bixk

2

i

)
− cxki

]
−λ0

(∑
k∈T

τki − 1
)

+
∑

k∈T
λkx

k
i .

and the complementary slackness conditions are
∂Li
∂xki

= 0 for ∀i ∈ N (22)

λ0(
∑

k∈T
τki − 1) = 0, λkx

k
i = 0

λ0, λk ≥ 0, xki > 0

Due to xki > 0, we can obtain λk = 0 for ∀k ∈ T . Thus,
Eq. (22) can be converted to

τki

[
Vk
(
Ai − 2bix

k
i

)
− c
]

= 0.

Since τki ≥ 0 and
∑
k∈T τ

k
i = 1, for any τki > 0, we

have [
Bk
|Φk|

(
Ai − 2bix

k
i

)
− c
]

= 0,

xk
∗

i =
1

2bi

(
Ai −

c

Vk

)
.

Theorem 2 holds. �
From Theorem 2, users can adjust their participation

strategies according to the requester’s pricing strategies and
obtain the maximum payoffs.

3.2 Stage I: Optimal Pricing Strategy for the Requester
The user’s choice of sensing task depends on two aspects,
one is the return on revenue, and another is the geographic
location of interest. Therefore, the requester can manipulate
the user’s choice to a certain extent by adjusting the pricing
strategy, so as to better achieve the task completion quality.
Based on the Nash equilibrium of the participation level in
the user’s sub-game in Stage II, the leader of the Stackelberg
game, i.e., the requester, can optimize its pricing strategy in
Stage I to maximize its profit defined in Eq. (6).

Definition 3 The pricing strategy B∗ is the optimal pricing
strategy if the following condition is satisfied:

Ω(B∗, ~β∗) ≥ Ω(B
′
, ~β∗). (23)

The revenue maximization problem for the requester can
be formulated as follows:
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Problem 2.
maximize Ω

(
B, ~β∗

)
subject to

∑
k∈T

∑
i∈N

Vk · X ki ≤Ψ,
∑
i∈Φk

xki ≥qk, ∀k∈T
(24)

Theorem 3 There exist an optimal pricing strategy for the re-
quester in Nash equilibrium.

Proof: By substituting X ki and Eq. (23) into Eq. (6), we have

Ω =
∑
k∈T

∑
i∈Φk

[
hix

k
i − Vk

(
Aix

k
i − bixk

2

i

)]
=
∑
k∈T

∑
i∈Φk

xki

(
hi − Vk ·Ai + Vk · bixki

)
=
∑
k∈T

∑
i∈Φk

1

2bi

(
Ai−

c

Vk

)(
hi−VkAi+

1

2
(AiVk−c)

)
=
∑
k∈T

∑
i∈Φk

1

2bi

(
Ai −

c

Vk

)(
hi −

c

2
− Ai

2
Vk

)
.

The strategy sets are closed and bounded. We also use
the Hessian matrix to verify the concave of Eq. (25). We
take the first and second derivative of the function Ω(B) as
follows:
∂Ω

∂Bk
=

∂Ω

∂Vk
· ∂Vk
∂Bk

=
1

|Φk|
∑
i∈Φk

1

2bi

[
c

Vk2

(
hi−

c

2
−Ai

2
Vk

)
−Ai

2

(
Ai−

c

Vk

)] (25)

∂2Ω

∂ (Bk)
2 =− 1

|Φk|2
∑
i∈Φk

1

2bi

[
2c

Vk
3

(
hi−

c

2
−Ai

2
Vk

)
+
Aic

Vk
2

]
= − c

|Φk|2Vk3

∑
i∈Φk

1

bi

(
hi −

c

2

)
.

∂2Ω

∂Bk∂Bl
= 0.

Therefore, under the condition hi− c
2 ≥ 0, we have Hes-

sian matrix H(Ω)≥0, which means that the utility function
of the requester Ω(B) is a concave function and thus exists
an optimal pricing strategy for the requester. We take partial
derivative of the objective function ∂Ω

∂Bk
= 0 in Eq. (25), and

we obtain Bk
∗ = |Φk|

√
2h̄c−c2
Ā

, where h̄ =
∑

i∈Φk
hi

|Φk| and

Ā =
∑

i∈Φk
Ai

|Φk| . Since Bk
∗ is positively related to |Φk|, the

requester can control the number of participants in each
sensing task by adjusting the pricing strategy to achieve the
desired data sensing task quality qk. �

We take advantage of a classic distributed algorithm
called Two-Stage Asynchronous Best Response (Algorithm
1) to find the approximate Nash equilibrium point in this
game, where users iteratively update their strategies based
on their best response function in Eq. (20). As mentioned
above, the characteristic attributes of each user, i.e., ai and
bi, are well-known by other users and requester, so they can
iteratively speculate other participations’ optimal responses.
In Algorithm 1, the inputs include the random feasible pric-
ing strategy of the requester, user’s random participation
levels, and the threshold values (ε1 and ε2). The game starts
in stage II. After receiving the initial pricing strategy of
the requester, each user predicts other participants’ optimal

Algorithm 1: Two-Stage Asynchronous Best Re-
sponse Algorithm

Input: Any feasible pricing vector of the requester,
B={B1, B2, . . . , Bl}, and the threshold ε1, ε2

1 for iteration s do
2 Storing the pricing vector of last iteration B[s−1];

Stage II:
3 Initializing iteration index t = 1 for mobile users;
4 while

∥∥∥x[t]
i − x

[t−1]
i

∥∥∥
1
> ε1 do

5 for each user i do
6 for each sensing task ∀k ∈ T do
7 Predicting the optimal participation

level vector of other users;

8 xki
[t]

= 1
2bi

(
ai+

∑
j∈N

gijx
k
j

[t−1]− c
Vk

[s−1]

)
;

9 Deciding which task to execute in Eq. (21);
10 t← t+ 1;
11 Sending x∗ to the requester;
12 Stage I:
13 Computing the requester’s utility based on Eq.

(6);
14 if

∑
i∈Φk

xki ≥qk, ∀k∈T and
∥∥∥Ω[s]−Ω[s−1]

∥∥∥
1
<ε2

then
15 Returning B and x;
16 else
17 Adjusting B and sending it to all mobile

users;
18 s← s+ 1;

participation levels under the given pricing strategy, and
then updates his strategy for each sensing task according to
the results of the previous iteration round (Line 5-9). If the
gap between the strategy results in two rounds, which is
measured by Frobenius norms, is less than the threshold ε1,
we consider the users’ sub-game in stage II to achieve the
approximate Nash equilibrium. Next, the requester checks
whether the quality of the received data sensing service
meets the required boundary value. Similarly, suppose the
difference between the requester’s utility value obtained in
this round and the previous round is less than the threshold
ε2. In that case, the Stackelberg game between requester and
users can be regarded as converged to a Stackelberg equilib-
rium point. We refer to the above operation process as itera-
tive convergence, where participants’ strategies are adjusted
by repeated iterations to converge to a certain range. Note
that the proposed algorithm’s convergence speed depends
on the precision threshold value. The smaller the threshold,
the more iterations are required before convergence. In
Algorithm 1, the time complexity of each iteration round
for the users’ subgame phase is bounded by O

(
l ∗ n2

)
.

4 PRIVACY PRESERVATION IN SBS-MC
In section III, we discussed the Stackelberg game between
users and the requester. In our mechanism, The requester
can obtain data by offering some payment, which can be
considered as a buyer. Users collect the crowdsensing data
and provide it to the requester for payment, which can be
considered as sellers. The interaction between the requester
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3. for in      :
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Transfer to .
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2. Compute the remain budget:

3.   Transfer to .

Fig. 2. Main Functions in Smart Contract.

and users can be regarded as a data transaction. To prevent
users from maliciously obtaining the privacy of others or
providing false data during the gaming process, in this
section, we deploy the crowdsensing data transaction in a
smart contract on Ethereum to protect the users’ location
and data privacy. In addition, Ethereum can ensure that the
crowdsensing data transaction is carried out automatically
and effectively, which is called SBS-MC.

4.1 Ethereum and Smart Contracts
Blockchain, a newly-emerging decentralized distributed
storage technology, is often used to solve the problems of
privacy protection and transaction fairness in data trans-
actions [17]. Ethereum is an open-source public blockchain
platform with smart contract functions [18]. It provides a
decentralized Ethereum virtual machine to process peer-
to-peer contracts through its dedicated cryptocurrency, i.e.,
Ether. There are the following concepts in Ethereum.

1) Ethereum Accounts: In Ethereum, each account is
uniquely identified by a 20-byte address, the trans-
fer of value and information between accounts can
change the state of Ethereum.

2) Ether and wei: “Ether” and “wei” are the main
internal digital currency of Ethereum, and are used
to pay transaction fees. Here, 1 ether = 1018 wei.

3) Message and Transaction: Transaction is a signed
package of data sent from an externally owned
account that contains the recipient of the message,
a signature identifying the sender, the amount of
ether and the data to send, and two values: START
GAS and GAS PRICE.

4) Smart Contracts: One of the core technologies of
blockchain is a computer protocol that digitally
facilitates, verifies, or executes the negotiation or
performance of a contract digitally. Smart contracts
allow for trusted execution without a third party.

TABLE 2
Description of notations for smart contract.

Variable Description
ether, wei the virtual currency units on blockchain.
msg a transaction on a smart contract.
msg.sender the launcher of msg.
msg.value the amount of ether sent in msg.
payable the specific keyword in the smart contract.
$threshold the minimum entry fee to participate.
$budget the prepayments of the requester.
userMap dictionary-type storage to record users’ strat-

egy.
AddressList a list for storing addresses of encrypted data.

To protect the user’s location and data privacy and to
prevent malicious competition caused by game strategy
leakage, we transform this crowdsensing data transaction
process into the smart contract in the form of program. The
smart contract acts as the broker of data transaction that
separates the requester and users from each other, thereby
shielding users’ sensitive information from the process of
data transmission.

4.2 Smart Contrast Protocol for SBS-MC Framework

In this part, we introduce the specific process of the SBC-MC
system in detail. The interactions among the requester, mo-
bile users, and the smart contract are presented in Protocol
1 and also demonstrated in Fig. 2. For ease of reference, we
list the major notations of the smart contract in Table II.

Phase 1: Initialization. Consider a data transaction sce-
nario where a data requester wants to collect sensed data
from some PoIs through the SBS-MC framework. The re-
quester first creates a pair of public and private keys using
homomorphic encryption. Then, he starts the transaction
by invoking the smart contract and transferring his public
key pk and his budget. Meanwhile, the requester demon-
strates the details of his requirement, including the quality
requirement Q, sensing task list T and the pricing vector
B. This process is presented programmatically in function
ConsumerInitiate(). The contract will check whether the
budget offered by the requester (msg.value) is no less than
$threshold, i.e., the margin minimum entry fee to partici-
pate in the data transaction. Then, the contract records the
parameter information of the sender as notation requester
and further triggers theNotify event to awake the recruited
users for data collection.

Phase 2: Data collection. After receiving the informa-
tion, each mobile user will decide their strategy and move
to the corresponding positions to start data sensing. After
completing the data collection, users will encrypt their
sensed data using the requester’s public key and upload
it to the blockchain to protect their privacy. Next, each
user invokes the function DataSubmit to deliver the data
address to contract. The contract uses the dictionary-type
storage UserMap to record the strategy of each user to
calculate his payment later and adds the data address to
budget of addressList.

Phase 3: Transaction. If all users have submitted the
data address, the smart contract sends AddressList to the
requester. The requester downloads the encrypted data from
the blockchain and decrypts them with his private key. And
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Protocol 1: Secure Blockchain-Assisted Game-
Based Task Decision Protocol

Input: A Smart Contract: S , the Requester: (pk), and
Mobile Users: Dataaddress

1 The requester creates a pair of public and private
keys with homomorphic encryption.

2 The requester sends the job description T ,Q, B and
public key pk to the smart contract to start the data
transaction by invoking RequesterInitiate().

3 After receiving the event notification from the
contract, the participating users begin to execute
the tasks and encrypt the data with pk. Then, users
store the encrypted data on blockchain and send
DataAddress to the smart contract by invoking
DataSubmit.

4 The smart contract checks whether all users have
submitted the data address, and then delivers
AddressList to requester. The requester downloads
the encrypted data from data address on blockchian
and decrypts the data with his private key.

5 The contract calculates the payment of users
according to their strategy and transfers the
payment to them.

6 The requester invokes the Refund() to terminate
the transaction and get the balance from the smart
contract.

then, the contract calculates each user’s payment according
to his strategy, which was stored in UserMap previously.

Phase 4: Final Stage. After the transaction, the smart
contract will refund the balance to the requester if there
is any remaining budget and terminate this data sensing
transaction.

5 PERFORMANCE EVALUATION
In this section, we evaluate the performance of the proposed
solutions in the following two parts. First, we conduct a
series of simulations to evaluate Algorithm 1 on the Stackel-
berg game and investigate the impacts of different parame-
ters. Second, we verify the feasibility of the SBS-MC system
by developing the smart contract program and deploying
it on the blockchain to evaluate the gas consumption and
running time. We conduct the simulations on a computer
with Inter(R) Core(TM) i7-10700 CPU @2.90GHz 2.90GHz
and 16.0 GB RAM under a Windows platform. The smart
contract is deployed to a local simulated network TestRPC
using Ethereum development tool Remix. The simulated
network is much like the real Ethereum environment, ir-
respective of the time-consuming mining process and the
complex network circumstances in Ethereum.

5.1 Evaluation on Stackelberg game of SBS-MC
Consider a Stackelberg game of one requester and N users
in this SBS-MC framework. The intrinsic parameters of
users, i.e., ai, bi, hi, follow the normal distributionN (µa, 1),
N (µb, 1), N (µh, 1). In addition, the social tie gij between
any two users i and j follows a truncated normal distribu-
tion N (µg, 1). We set the intrinsic parameters of users as
default value, i.e., µa = 2, µb = 3, µh = 200, and c = 15.

The number of tasks is set as l = 3. The average pricing
for each task, denoted as Bavg , is generated from the range
[600, 950] and we set Bavg = 600 in default. The influence
factor between user i and j follows the normal distribution
N (µg, 1). We set µg=0.5 in default and it varies from 0.2 to
0.8 in Fig. 5.

We evaluate the impact of different pricing of sensing
tasks on participants’ utility with different numbers of users.
As illustrated in Fig. 3 and Fig. 4, the bottom axis represents
the total budget of all sensing tasks, i.e., B =

∑
k∈T Bk.

When the budget increases, users obtain higher revenue,
but the requester has the opposite effect. The reason is that
the value of unit sensing data, i.e., Vk, will increase if the
requester raises the price of each sensing task. Thus, each
mobile user earns higher revenue accordingly. However,
for the requester, the higher price per sensing task means
increased spending for pursuing data. Still, there is no
significant increase in mobile users’ engagement, leading
to the requester’s decreased utility. Fig. 3 and Fig. 4 also
show that with the increase in the number of users, both
requester and users obtain higher revenue. Owing to the in-
formation corroboration via the underlying social network,
one user’s performance will be positively affected by other
participants. The more participants indicate, the more social
interactions among users. Thus the collected data will be
more comprehensive and have better quality. Meanwhile,
the utility of the requester will increase. On the other hand,
for mobile users, the increased number of competitors leads
to the lower unit data value as Eq. (3), so the revenue of
each user decreases accordingly.

Fig. 5 shows the decision-making process of a user’s par-
ticipation in different tasks over the iterations, correspond-
ing to Lines 4 to 10 in Algorithm 1. Initially, we randomly set
different participation levels for each task. With the increase
of iteration rounds, the user’s participation level in each task
will be adjusted according to the equation in Line 8. When
the iteration rounds exceed 25, the user’s participation level
in each task tends to be stable. The user will finally choose
a task with the highest income among multiple tasks as the
optimal response.

Fig. 6 depicts the impact of the average value of social
network effects on two entities of this network, i.e., the
requester and mobile users. We observe that as the social
network effects become stronger, the users’ total utilities and
the requester’s revenue also increase. Since the strength of
the social tie is stronger, the additional benefits obtained
from social network effects are greater. The users are moti-
vated by their social neighbors to have higher participation
levels, and the total utilities of the two parties are both
improved.

We compare our predicted and actual participants num-
bers for each sensing task in Fig. 7. According to the best
response pricing strategy of the requester in section 2, we
predict that the number of participants in each task is pro-
portional to the price of the input. We set different prices for
each task and observed the actual number of participants.
The results show that our predicted value is consistent with
the actual value. We also reveal the benefits of both requester
and users under the different number of tasks in Fig. 8. We
set the total number of users as N=50 and the contribution
of unit sensing time to the task as h = 100. The number
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of tasks varies from 3 to 8. The increase in the number
of tasks will lead to a rise in the utility of the requester.
On the contrary, the average utility of users appeared to
have a slight downward trend. That’s because more tasks
mean that in the case of the same number of users, the
distribution of users is more scattered, reducing the effect
of collaboration. Hence, the user needs to consume more
costs to perform a task, and then the income will decrease
accordingly. However, at the same time, the decrease in
the number of users performing a specific task will also
increase the information value of the task, thereby resulting
in a certain degree of increase in revenue. That’s why users’
earnings have generally stabilized but slightly declined.

Furthermore, we verified the convergence of Algorithm
1 in Fig. 9. With the consistent value of other parameters, we
set different initial strategies of users as input of Algorithm
1. After about 10 to 15 iterations, the user’s result finally
stabilizes at the same value, indicating that our proposed
algorithm can achieve the Nash equilibrium of users’ par-
ticipation sub-game.

5.2 Evaluation of Smart Contract on Simulated Network
In addition, we evaluate the performance of the SBS-MC
system through extensive simulations on the blockchain.
The smart contract coordinates the requester and users to
realize the data initialization, transaction, data committing,

and refunding phases based on the four main functions as
illustrated in Fig. 2. The smart contract is deployed to a local
simulated network TestRPC using Ethereum development
tool Remix [19]. We use two special metrics: gas consump-
tion and time consumption, to evaluate the performance
of the smart contract on the simulated network. We use
Procedures 1-4 in Fig. 10 and Fig. 11 to indicate the total
gas consumption and time consumption after all invocations
of each function, respectively. For example, in Fig. 10, the
total gas consumed by Procedure 2 is the accumulated gas
consumed by N mobile users who invoke the function of
DataCommit.

Each computational step in the smart contract will be
charged some gas fee as a reward for miners packing blocks
on the blockchain. The more complicated the procedure is,
the more gas and time it will consume. The operations to
create and write storage data are relatively expensive. As
shown in Fig. 10 and Fig. 11, Procedure 2 and 3 consume
higher gas fees and time costs. This is because Procedure 2
needs to store sensing data on blockchain, and Procedure 3
needs to calculate the payment of each user and transfer the
payment to them.

6 RELATED WORK
In this section, we mainly review the related work from the
following three aspects.
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6.1 Task Allocation and Incentive Mechanism in MC

To jointly promote the participation of users and facil-
itate the reasonable allocation of tasks in sensing ser-
vices/applications, there have been a number of studies
devising the task allocation and incentive mechanisms in
mobile crowdsensing [20–25]. Among them, [26] proposed a
reward-based collaboration scheme. The requester offers the
total reward to entice users for data acquisition and allocates
the sensing tasks by setting different rewards. [2] focused
on incentivizing user participation and assigning location-
dependent sensing tasks with a capacity budget. On the
other hand, game theory is widely used to solve crowdsens-
ing problems. [27] formulated a Stackelberg game to model
the interactions between the requester and mobile users,
where the requester determines the reward and the users
decide on the working time. [28] adopted the Stackelberg
game to design a threshold revenue model for mobile users.
Meanwhile, auction is also an excellent solution for design-
ing an incentive mechanism for crowdsensing. For example,
[29] proposed the auction-based incentive mechanism for
user-centric mobile crowdsensing system by considering the
quality of sensing data. However, only a few work [9, 16, 30]
has studied the incentive mechanism for crowdsensing and
exploited social network effects in combination. Among
them, [16] modeled the rewarding and participating for
MC system as a two-stage single-leader multiple-follower
game, in which the rewarding design took the underlying
social network effects into account. [30] investigated the
behaviors of mobile users under global network effects,
which is not appropriate for the structure of an underlying
social domain.

6.2 Social Effect in Crowdsensing
Social effects refer to the case where a participant’s sens-
ing strategy can be directly influenced by others which
frequently exists in densely connected social relationships.
Traditionally, social effects refer to the phenomenon that
public goods or services are more valuable if more users
adopt them. In the crowdsensing framework, mobile users
are more willing to participate if the number of their social
friends performing the sensing tasks is greater. Adopting
the network effects reasonably and effectively will be critical
criteria for promoting crowdsensing quality. There have
been many studies focusing on this issue. [16] leveraged
the underlying social network effects to attract participants
to the crowdsensing platform. [31] considered a reward
mechanism design for the service provider to achieve di-
versity in the collected data by exploiting the users’ social
relationships. [32] considered a non-cooperative vehicular
crowdsensing that combines the social network effect with
incentive mechanism design. Vehicles are incentivized by
dynamically priced tasks and social network effects aiming
at maximizing the overall utility of vehicle drivers. [33] con-
sidered network effects as a contributing factor to intrinsic
rewards and studied the impact of participation level with
social network effect in an MCS system. [34] proposed a dy-
namic pricing scheme that exploits the network effects in the
mobile users’ behaviors that boost the social data demand.
The mobile network operator sequentially and repeatedly
offers a certain price in multiple time periods. Compared

with the static pricing scheme, the dynamic pricing scheme
can help the operator gain more revenue.

6.3 Blockchain-based Privacy Preservation in MC
Privacy preservation is also a significant issue in mobile
crowdsensing [35–37]. Due to anonymity, non-tampering,
traceability, etc., blockchain is widely used in information
security [12, 38, 39]. Mobile users can access the blockchain
through a pair of key generated by asymmetric encryption.
There are some attempts to apply blockchain technology
to mobile crowdsensing. [40] proposed a blockchain-based
crowdsensing scheme in industrial systems, where the min-
ers are exploited to verify the sensory data. However, this
work ignores the dynamic cooperation among participants.
[41] proposed a practical decentralized MC system based
on a distributed auction process and the blockchain system.
[6] replaced the data transaction broker with blockchain
to guarantee the trustworthiness of the data transaction.
[38] presented a trustworthy and privacy-preserving worker
selection scheme for blockchain-based crowdsensing.

Unlike the current work, we study the interactions be-
tween the requester and mobile users for the blockchain-
assisted socially-aware crowdsensing framework, where the
blockchain is used to protect the users’ data and location
privacy and also can protect the requester’s identity in-
formation. Due to the information corroboration of social
effects and the information value for the rarity and unsub-
stitutability of sensed data, each user has to face a tradeoff
between gather and scatter. We model this problem as a two-
stage Stackelberg game. Since the game model in this paper
involves the multi-dimension vector space problem, we
extend the Hessian matrix method to the multi-dimension
case to analyze it.

7 CONCLUSION

In this paper, we apply a two-stage Stackelberg game to
design a crowdsensing mechanism by considering the effect
of social networks on mobile users’ participant level. We
also study the information value of sensing data when
mobile users gather or scatter in different points, which is
always overlooked in the previous research. Further, we
propose a secure blockchain-based socially-aware crowd-
sensing framework by introducing the smart contract of
Ethereum to ensure that the data transaction is executed
automatically and fairly. We implement a prototype to
describe the data transaction process and deploy it to an
official Ethereum test network. Experimental results on
Ethereum also verify our proposed protocol’s practicability
and privacy-preserving performance. In the future, we will
continue our research of user decisions in the context of
multiple social networks. In addition, we will further im-
prove the mechanism to avoid malicious competition and
manipulation of social networks by users.
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